
To: 

City of 
Richmond 

Report to Committee 

Date: October 31, 2017 

From: 

General Purposes Committee 

Will Ng, Superintendent, File: 09-5000-01/2017 -Vol 
01 Officer in Charge, Richmond RCMP Detachment 

Re: Closed Circuit Television (CCTV) for Signalized Intersections in Richmond 

Staff Recommendation 

1. That the report titled "Closed Circuit Television (CCTV) for Signalized Intersections in 
Richmond," dated October 31, 2017 from the OIC, Richmond RCMP, be received for 
information; 

2. That the CCTV request at a capital cost of$2,185,242 (Option 3) be submitted to the 
2018 Capital budget process for Council consideration; 

3. That the CCTV for Signalized Intersections Project be approved to seek additional 
funding from the Federal/ Provincial Investing in Canada Program and other appropriate 
senior government funding programs; 

4. That if the senior government funding submission is approved, the Chief Administrative 
Officer and the General Manager, Community Safety be authorized to execute the 
agreement on behalf of the City of Richmond with the Government of Canada and/ or the 
Province of British Columbia; 

5. That if the funding application is successful, the grant received be used to replenish the 
City~s funding source and the 2018-2022 Five Year Financial Plan Bylaw will be 
adjusted accordingly; and 

s and MLAs be advised of the City's senior government submission. 

ill Ng, Superintendent 
Officer in Charge, Richmond RCMP Detachment 
(604-278-1212) 
Att. 2 
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Staff Report 

Origin 

This report is in response to the following referral made by Council at the October 23, 2017 
Council meeting: 

That Traffic Recording Capabilities at Intersections be submitted in the 2018 budget 
process for Council consideration. 

This report supports Council's 2014-2018 Term Goal #1 A Safe Community: 

Maintain emphasis on community safety to ensure Richmond continues to be a safe 
community. 

1.2. Program and service enhancements that improve community safety services in the 
City. 

1.3. Improved perception of Richmond as a safe community. 

Analysis 

Background 

On October 18, 2017 the Public Works and Transportation Committee discussed the potential to 
install traffic recording cameras at intersections in Richmond. As a result of this discussion, the 
Committee requested staff provide information regarding the type of recording equipment that 
would be considered in order to provide Council with a range of options for a capital budget 
submission. 

Existing Traffic Cameras 

Currently there are 175 signalized intersections in Richmond, among which 60 intersections are 
equipped with non-recording traffic detection cameras. The existing traffic cameras function 
primarily to detect vehicles, manage traffic flow and respond to real-time traffic incidents. Each 
camera equipped intersection actually has four cameras to monitor traffic flow in each direction 
of the intersection. Existing traffic detection cameras have the capability of capturing live video 
feeds but to date the recording function has not been equipped within existing hardware and 
software. 

Enhancing Public Safety 

The main purpose of installing CCTV cameras at traffic intersections is to enhance public safety 
in the City of Richmond. Ideally, CCTV cameras should be present at alll75 signalized 
intersections in Richmond. 

Threats of violence and terrorism remain an existent threat not only in international locations 
such as France and the United Kingdom, but also domestically in cities such as Ottawa and 
Edmonton. Richmond is an international gateway into Canada with major facilities including the 
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Vancouver International Airport, Metro Vancouver Port facilities, various tourist destinations, 
regional shopping centers, skytrain stations, religious and public facilities. It is prudent to be 
proactive in addressing potential threats to the City's community safety needs. 

For the past several years, with the advent oflow-cost and excellent-quality digital CCTV 
systems, police have been exploring local CCTV assets in the area of investigating criminal 
activity, identifying suspects and apprehending criminals. Quality images of perpetrators and/or 
their vehicles has, when available, significantly diminished police investigational time and 
reduced policing costs. Cities with cameras have reported success in reducing crime and 
increasing perceptions of public safety through deterrence and quickly apprehending and 
removing dangerous individuals from the community. 

Benefits of a Recording Capability for Traffic Cameras 

The RCMP Richmond Detachment (the Detachment) and the City's Transportation Department 
(Traffic Management Centre) have initiated discussions to upgrade all existing traffic cameras, to 
allow for live video feed recording and to have additional video recording cameras at all 
signalized intersections over time. The following table identifies some of the key benefits that 
surfaced from those discussions. 

Table 1: Benefits of Traffic Cameras with Recording Capability 
Category Benefit 

Emergency • Live video feeds can augment the emergency program by helping determine 
Preparedness and monitor emergency route availability to an evacuation during an 

emergency. 

• Free up police officers from physically attending areas to provide situational 
reports allowing them to assist in more emergent life or death situations. 

Safety for • A greater number of cameras can enhance response times for Fire-Rescue by 
First utilizing the emergency pre-emption of traffic signals. 
Responders - • Provide a safer environment for Fire Rescue while entering controlled 
Fire Rescue intersections. 

RCMP • An enhanced camera network will facilitate RCMP ability to identify and 
Operational locate criminals and investigate threats of violence or terrorism. 
Safety and • An enhanced camera network will provide more readily obtainable evidence 
Efficiency that will shorten investigative time. This would reduce public exposure to 

"at large" criminality. 

• Cameras will also complement the Detachment's operational plans to ensure 
public safety at large scale events such as the Steveston Salmon Festival and 
Richmond World Festival. 

• Video feeds provide evidence for investigations such as serious collisions at 
intersections. 

• Traffic cameras with recording capabilities have in many instances reduced 
crime in specific areas. 
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-There were 6,671 reported accidents in Richmond with 88 per cent 
occurring at intersections. 
-The top contributing factors in fatal crashes were speed, impaired driving 
and distracted driving. 

• Video cameras would allow for analysis of accident causes and act as a 
deterrent for high risk behaviours at intersections. 

Traffic Camera System versus the CCTV Camera System 

Discussions between the Detachment and Transportation also revealed significant differences 
between camera system requirements of one department over the other. As stated earlier the 
City's purpose for the existing traffic cameras is to detect vehicles, manage traffic flow and 
respond to real-time traffic incidents. The RCMP, on the other hand, requires high resolution 
cameras to reduce crime and assist in criminal investigations. 

The existing traffic camera system has limitations, which make them not suitable for the 
Detachment's intended purposes. For example: 

• Some cameras do not have time and date stamps; 
• Cameras do not display in high definition resolution; 
• To properly meet traffic camera needs the angle of these cameras face directly towards 

the traffic lanes. These cameras are designed for only one camera angle and are not 
mobile as required by the CCTV camera system; and 

• Current traffic cameras require fiber optic cable which makes installation expensive. 

CCTV Privacy Regulation and Data Collection 

The legal regulation of CCTV systems occurs primarily via privacy law. This oversight is 
provided by offices of the federal and provincial privacy commissioners. It is anticipated that 
Richmond's CCIV system will be reviewed and approved by the Office of the Information and 
Privacy Commissioner for British Columbia. Should Council endorse a CCIV system, it would 
be designed and operated to ensure full compliance with all applicable privacy laws. 

The data captured by the CCTV system will be securely stored on a server for a reasonable 
period oftime (e.g. one month). The data will be destroyed after the holding period. Only data 
requested by the appropriate authorities, such as ICBC, or archived for investigative purposes 
will be forwarded onto the investigating authority for retention under the terms of relevant 
legislation (Attachment 1 ). 
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Signalized Intersection Recording Options 

Option 1 (Status quo) - Not Recommended 

Staff do not recommend Option 1. This option will continue with the current traffic camera 
network with no ability to record live feeds. 

Pros: 
• There will be no budget impact as Option 1 is currently funded from the Planning and 

Development operational budget; and 
• The City will continue its incremental program to install traffic cameras for transportation 

management purposes. 
Cons: 

• No improvement camera system or public safety; 
• No ability to review accidents and reduce accident causes through analysis; 
• No ability to assist police with deterring or investigating crimes; and 
• No ability to provide service to other agencies (e.g. ICBC, law firms, and other 

government agencies, etc.) or the public for use in legal defense purposes. 

Option 2 (Hybrid System) - Not Recommended 

Option 2 would require the enhancement of existing traffic detection cameras and the installation 
of 115 recording cameras1 at strategically selected intersections. This option model would 
maintain the operability of the existing traffic cameras and further enhance their existing traffic 
camera capabilities to include recording. The estimated capital cost for the Hybrid System is 
$1,709,710 and $30,201 annual OBI for ongoing expenses (Attachment 2). 

Pros: 
• Significantly enhanced CCTV camera system for public safety; 
• Ability to review accidents and reduce accident causes through analysis; 
• Ability to assist police with deterring or investigating crimes; and 
• Ability to recover costs from video feed sales to other agencies (e.g. ICBC, law firms, 

and other government agencies, etc.) or the public for use in legal defense purposes in 
compliance with privacy law. 

Cons: 
• Existing cameras will not meet resolution levels required by RCMP; 
• Some existing cameras will not have time and date stamps; and 
• Existing cameras with low resolution and without a time date stamp will not produce 

adequate evidence for the courts and, as such, these cameras will incur reduced revenue 
levels and will not meet the needs of the RCMP. 

1 The number of recording cameras in this case was derived from the total number of signalized intersections (175) 
minus the existing traffic cameras (60) which determines the remaining amount of cameras required (115). 
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Option 3 (Full CCTV System) - Recommended 

Option 3 would require the enhancement of the existing traffic detection camera system with 
additional CCTV recording cameras at all 175 locations. CCTV images, in this scenario, are 
transmitted by wireless radios with the exception of locations where fiber optic cables exist. 
This system is relatively cost effective and easy to install. The estimated capital cost for the full 
CCTV system is $2,185,242 and a cost neutral OBI for ongoing expenses (Attachment 2). 

Pros: 
• Fully operational CCTV camera system at all 175 traffic intersections for public safety; 
• Ability to review accidents and reduce accident causes through analysis; 
• Ability to assist police with deterring or investigating crimes; and 
• Ability to recover costs from video feed sales to other agencies (e.g. ICBC, law firms, 

and other government agencies, etc.) or the public for use in legal defense purposes in 
compliance with privacy law. 

Cons: None. 

Potential Cost Offset and Senior Government Funding Opportunities 

Other local municipalities that have implemented CCTV cameras have reported that they are 
able to offset some of the operational costs by applying a fee-for-service model. It is reasonable 
to project a service charge for the purposes of this report at $360 per request. An extrapolation of 
this model when applied to Richmond and adjusted for population and program size would result 
in an annual cost offset of approximately $72,000, which has been included in the estimates 
provided (Attachment 2). 

If endorsed, staff will seek funding opportunities from senior governments to leverage Council 
approved funding for this project. The project aligns with the potential funding criteria for the 
Investing in Canada Program, currently being negotiated for a bilateral agreement with the 
federal and provincial governments. A call for proposals is expected early in 2018. 

Should the funding request be successful, the City would be required to enter into funding 
agreements with the Government of Canada and/ or the Province of British Columbia. The 
agreements are standard form agreements provided by senior levels of government and include 
an indemnity and release in favour of the Government of Canada and/ or the Province of British 
Columbia. As with any submission to senior governments, there is no guarantee that this 
application will be successful. 

Financial Impact 

That Option 3 at a capital cost of$2,185,242 and a cost neutral OBI be submitted to the 2018 
capital budget process for Council consideration. 
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Conclusion 

The installation of CCTV cameras at all 1 7 5 traffic intersections would enhance public safety in 
the City of Richmond. Proper use of this surveillance technology could deter crime, reduce 
traffic accidents and provide an additional tool in crime and accident investigations. Staff is 
recommending Council approve the funding for the CCTV project and the request to pursue 
additional funding from senior governments to enhance the project. 

£ 
Edward Warzel 
Manager, RCMP A 
(604-207-4767) 

EW:jl 

Att. 1: Public Sector Surveillance Guidelines 
Att. 2: Cost Estimates of Options 2 and 3 
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PURPOSE 

0FF1CE OF THE 

INFORMATION & P RIVACY 

CoMMISS I ONER 
for British Columbia 

Protecting privacy. Promoting transparency. 

The purpose of this guidance document is to provide information on how the Freedom 
of Information and Protection of Privacy Act ("FIPPA") applies to the use of video and 
audio surveillance systems by public bodies. In the decade since our office first 
published surveillance guidelines, there has been extensive research and writing on this 
topic and one thing is clear: the effectiveness of a surveillance system is a product of 
several elements-it is not a "one size fits all" solution. These guidelines aim to assist 
public bodies in deciding whether proposed or existing surveillance systems are lawful 
and operating in a privacy protective manner. These guidelines also set out what the 
Information and Privacy Commissioner for British Columbia expects from public bodies 
who are considering using video and audio surveillance systems. 

THE RIGHT OF PRIVACY 

British Columbians are increasingly subject to routine and random surveillance of their 
ordinary, lawful public activities by public and private bodies. As surveillance increases, 
so do the risks of harm to individuals. Video and audio surveillance systems are 
particularly privacy intrusive measures because they often subject individuals to 
continuous monitoring of their everyday activities. 

Privacy is a fundamental right. Sections 7 and 8 of the Canadian Charter of Rights and 
Freedoms protect the rights of citizens to be secure in their daily lives and to be free 
from unjustified intrusion. FIPPA also recognizes and protects an individual's privacy 

Public Sector Video Surveillance Guidelines 
January, 2014 (Replaces January 26, 2001} 
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rights. Public bodies must not take steps to erode the right to privacy merely because 
they believe there is nothing to fear if an individual has nothing to hide. The loss of the 
ability to control the use of one's own personal information is harmful in itself. 

APPLICATION OF FIPPA AND ROLE OF THE OIPC 

FIPPA governs the collection, use, and disclosure of personal information by public 
bodies. Visual or audio recordings of an individual are a record of that individual's 
personal information. Where a surveillance system records personal information, the 
public body collecting that record must comply with the privacy protection provisions in 
Part 3 of FIPPA. 

The Office of the Information and Privacy Commissioner ("OIPC") is responsible for 
monitoring and enforcing compliance with FIPPA, and may conduct investigations and 
audits of public bodies' surveillance systems under the authority of s. 42(1 )(a) of FIPPA. 

LAWFUL COLLECTION AND USE 

It is lawful for public bodies to collect personal information only in circumstances 
permitted by s. 26 of FIPPA. A public body must be prepared to demonstrate to the 
OIPC, with specific evidence, that one or more provisions of s. 26 of FIPPA authorize its 
proposed or existing collection of personal information by a surveillance system. 

Each component of the surveillance system must be lawful. For example, if a public 
body is considering implementing a surveillance system that collects video and audio 
footage, it should be able to demonstrate the purpose and the legal authority for both. 
This should include evidence that supports how each component fulfils the purpose for 
the collection. 

Section 32 of FIPPA limits the purpose for which a public body can use personal 
information. Public bodies should be prepared to demonstrate that the ways they are 
using personal information meet the requirements of s. 32. Information collected 
through video or audio surveillance should not be used beyond the original purpose for 
the collection and any other purpose that is demonstrably consistent with this purpose. 
When public bodies collect personal information for one reason and then later use it for 
something else, privacy advocates refer to this as "function creep". Function creep is 
problematic because it can lead to public bodies using personal information in ways that 
do not meet the requirements of FIPPA. For example, if a public body scans employee 
identification to control entry to a secure building and later wants to use it to track 
employee attendance; the public body must first determine whether FIPPA authorizes 
that new activity. 

Public Sector Video Surveillance Guidelines 
January, 2014 (Replaces January 26, 2001} 
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• WHAT IS PERSONAL INFORMATION? 

FIPPA defines "personal information" as recorded information about an identifiable 
individual, other than contact information. Video and audio recordings of an 
individual's image and voice are considered identifiable information. 

• WHAT IS COLLECTION? 

In terms of surveillance systems, collection of personal information occurs when an 
individual's image or voice is captured by the system. The personal information may 
then be played back or displayed on a monitor (used), saved or stored (retained) or 
shared with other public bodies or organizations (disclosed). Surveillance systems 
are collecting personal information whenever they are recording, regardless of if, or 
how, the public body uses, retains or discloses the recordings in the future. 

• WHAT DOES IT MEAN TO BE AUTHORIZED BY STATUTE? 

Section 26(a) of FIPPA allows for the collection of personal information that is 
expressly authorized by statute. This is the most straightforward legal authority for 
collection. If there is a law that states that a public body is authorized to collect 
personal information using video or audio recording, then, so long as the collection is 
done in accordance with that law and for the specified purpose, it is authorized. 

An example of express statutory authority for video surveillance is found in s. 85 of 
the Gaming Control Act. Under this section, the British Columbia Lottery 
Corporation "may place a gaming site under video surveillance to ascertain 
compliance" with the Act. 

• WHAT DOES IT MEAN TO BE "FOR THE PURPOSES OF LAW ENFORCEMENT"? 

Section 26(b) of FIPPA authorizes collection of personal information for the 
purposes of law enforcement. Schedule 1 of FIPPA defines "law enforcement" as: 
policing, including criminal intelligence systems; investigations that lead or could 
lead to a penalty or sanction being imposed; or proceedings that lead, or could lead, 
to a penalty or sanction being imposed. 

"Policing" is not defined in FIPPA, however in common law the definition of policing 
involves active monitoring or patrolling in order to deter or intervene in unlawful 
activities. Information collected for policing purposes must be collected by a public 
body with a common law or statutory enforcement mandate. For example, it is not 
sufficient for a public body to claim an interest in reducing crime in order to justify 
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collection for "law enforcement"; the public body must have authority to enforce 
those laws. 

In BC, the OIPC has determined in a number of Orders that an investigation must 
already be underway at the time the personal information is collected for s. 26(b) to 
apply. A public body is not authorized to collect personal information about citizens, 
in the absence of an investigation, on the chance it may be useful in a future 
investigation. Similarly, in order for a collection to be lawfully authorized as relating 
to a proceeding, the proceeding must be ongoing at the time of collection. 

• WHAT DOES IT MEAN TO BE "NECESSARY"? 

Section 26(c) of FIPPA authorizes the collection of personal information that is 
necessary for an operating program or activity of the public body. "Necessary" in the 
context of surveillance systems is a high threshold for a public body to meet. It is 
not enough to say that personal information would be nice to have or could be useful 
in the future. The personal information must also be directly related to a program or 
activity of the public body. 

• WHAT ABOUT CONSENT? 

Under s. 26(d)(i) of FIPPA, consent can be used as legal authority for collection of 
personal information in very few specified instances. Express or implied consent is 
not a legal authority for collection of personal information using video or audio 
surveillance systems. 

EFFECTIVE USE OF SURVEILLANCE 

A public body should use a video or audio surveillance system only where conventional 
means for achieving the same objectives are substantially less effective than 
surveillance and the benefits of surveillance substantially outweigh any privacy 
intrusion. Cost-savings alone are not sufficient justification to proceed with a 
surveillance system under FIPPA. 

A public body should use surveillance systems that collect the minimum amount of 
personal information necessary to achieve the purpose of the collection. 

In considering the effectiveness of video or audio surveillance systems, public bodies 
should keep in mind the following: 

(a) Surveillance systems have been found to be more effective in defined areas 
(such as parking lots) as opposed to open street or undefined spaces. 
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(b) Surveillance systems are more effective as investigative tools than as deterrents. 
There is a common belief that the presence of a camera is an effective deterrent 
of crime and disorder, however, studies have shown that this deterrence is short­
lived. In addition, the deployment of a surveillance system often coincides with 
the installation of improved lighting and increased monitoring of the area, which 
itself plays a role in deterrence. 

(c) Surveillance systems that are monitored and are used in conjunction with 
intervention in suspicious incidents have been found to be more effective at 
reducing criminal or public safety concerns than are unmonitored systems. 

Public bodies should only proceed with surveillance if they can first establish whether 
FIPPA authorizes the surveillance and if they have determined that other less privacy­
invasive options will not be effective. 

VIDEO OR AUDIO SURVEILLANCE- BEST PRACTICES 

1. Factors in considering use of video or audio surveillance systems 

Public bodies should take the following steps in considering whether to use video or 
audio surveillance systems: 

(a) Before implementing a surveillance system, complete a privacy impact 
assessment ("PIA"). A PIA is an important component in the design of a 
project to assess how the project affects the privacy of individuals, and should 
include a description of measures to mitigate any identified privacy risks. 
Completion of a PIA helps a public body ensure that its project complies with 
the legislative requirements under FIPPA. A copy of the completed PIA, 
including the public body's case for implementing a surveillance system as 
opposed to other measures, should be sent to the OIPC for review and 
comment. The OIPC should receive the PIA we// before any final decision is 
made to proceed with surveillance. 

(b) If a public body would like to use surveillance for security reasons, it should 
have evidence, such as verifiable, specific reports of incidents of crime, public 
safety concerns or other compelling circumstances that support the necessity 
of surveillance. 

(c) Conduct consultations with stakeholders who may be able to help the public 
body consider the merits of the proposed surveillance. 

(d) Calibrate the surveillance system so that it only collects personal information 
that is necessary to achieve the purposes the public body has identified for 
the surveillance. 
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2. Layout of surveillance equipment 

In designing a surveillance system and installing equipment, a public body should : 

(a) Install surveillance equipment such as video cameras or audio record ing 
devices in defined public areas. The public body should select areas it 
expects the surveillance will be most effective in meeting the purpose for the 
surveillance. 

(b) Recording equipment should not be positioned, internally or externally, to 
monitor areas outside a building, or to monitor other buildings, unless 
necessary to accomplish the purpose for the surveillance. Cameras should 
not be directed to look through the windows of adjacent buildings. Equipment 
should not monitor areas where the public and employees have a reasonable 
expectation of privacy (such as change rooms and washrooms). 

(c) If the purpose of the surveillance is related to crime, the public body should 
restrict the use of surveillance to periods when there is demonstrably a higher 
likelihood of crime being committed and detected in the area under 
surveillance. 

(d) Section 27(2) of FIPPA requires that public bodies notify individuals when 
they are collecting personal information. A public body should notify the 
public, using clearly written signs prominently displayed at the perimeter of 
surveillance areas so the public has sufficient warning that video or audio 
surveillance is or may be in operation before entering any area under 
surveillance. The notification must state: the purpose for the collection, the 
legal authority for the collection, and the title, business address and business 
telephone number of an employee of the public body who can answer the 
individual's questions about the collection. 

(e) Only authorized persons should have access to the system's controls and to 
its reception equipment (such as video monitors or audio playback speakers). 
Public bodies should have policies in place to ensure that authorized persons 
only access personal information from a surveillance system for authorized 
purposes. 

(f) Recording equipment should be in a controlled access area. Video monitors 
should not be located in a position that enables public viewing . Only 
authorized employees should have access. 
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3. Guidelines regarding surveillance records 

Section 30 of FIPPA requires that a public body protect personal information in its 
custody or under its control by making reasonable security arrangements against 
such risks as unauthorized collection, access, use, disclosure or disposal. If the 
surveillance system creates a record, a public body should implement the following 
security policies and procedures: 

3.1 Access 

(a) Only authorized individuals who require the information in order to do 
their jobs should have access to the surveillance system or the 
records it creates. All authorized personnel should be fully aware of 
the purposes of the sy,stem and fully trained in rules protecting 
privacy. 

(b) Access to storage devices should be possible only by authorized 
personnel. Logs should be kept of all instances of access to, and use 
of, recorded material. 

(c) An individual who is the subject of surveillance has a right to request 
access to his or her recorded personal information under s. 5 of 
FIPPA. Normally, FIPPA requires public bodies to withhold personal 
information about other individuals. This may mean that a public 
body must blur or otherwise obfuscate the identity of other individuals 
on a video or audio recording before disclosing personal information 
about an individual. Public body policies and procedures should be 
designed to accommodate this right to seek access. 

3.2 Disclosure for law enforcement purposes 

(a) If a public body is disclosing records containing personal 
information for law enforcement purposes, it should complete an 
information release form first. The form should indicate who took 
the storage device containing the information, under what authority, 
when this occurred, and if it will be returned or destroyed after use. 

3.3 Secure retention and disposal 

(a) A public body must securely store, or retain, all personal information 
in its custody or under its control, including audio and video 
recordings. This includes the following measures: 

i. All electronic storage devices should be encrypted. 
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ii. All electronic storage devices that are not in use should be 
stored securely in a locked receptacle located in a controlled 
access area. All storage devices that have been used should be 
numbered and dated. 

iii. Recorded information should be erased according to a standard 
retention and disposal schedule. The OIPC considers retention 
periods of not more than 30 days to be preferable, although 
circumstances may necessitate different retention periods. 

iv. If the recorded information reveals an incident that contains 
personal information about an individual, and the public body 
uses this information to make a decision that directly affects the 
individual, s. 31 of FIPPA requires that specific recorded 
information be retained for one year after the decision is made. 

(b) A public body must securely dispose of old storage devices and records. 

4. Audit procedures 

As part of the requirement to secure personal information, public bodies should 
ensure employers and contractors are aware of, and implement, the following 
audit procedures: 

(a) All surveillance equipment operators must be aware that their operations 
are subject to audit and that they may be called upon to justify their 
surveillance interest in any given individual. 

(b) A public body should appoint a review officer to audit the use and 
security of surveillance equipment, including monitors and storage 
devices. The reviews should be done periodically at irregular intervals. 
The results of each review should be documented in detail and any 
concerns should be addressed promptly and effectively. 

5. Creating surveillance system policies 

(a) If a public body makes a decision to use a video or audio surveillance system, 
it should do so in accordance with a comprehensive policy that ensures 
compliance with FIPPA. Such a policy is one part of an overall privacy 
management program. Some of the key privacy issues that public bodies 
should address through policies include: 

i. Authority for collection, use and disclosure of personal information; 

ii. Requirements for notification. 

iii. Individual access to personal information. 
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iv. Retention and disposal of information. 

v. Responsible use of information and information technology, 
including administrative, physical and technological security 
controls and appropriate access controls. 

vi. A process for handling privacy related complaints. 
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(b) The public body should designate one (preferably senior) person to be in 
charge of the system as well as the public body's privacy obligations under 
FIPPA and its policies. Any power for that person to delegate his or her role 
should be limited, and should include only other senior staff. 

(c) Employees and contractors should be required to review and apply the 
policies in performing their duties and functions related to operation of the 
surveillance system. Employees should be subject to discipline if they breach 
the policies or the relevant FIPPA provisions. Where contractors are used, 
failure to comply with the policies, or FIPPA's provisions should be a breach 
of contract leading to penalties up to and including contract termination. 
Employees and contractors (and contractor employees) should sign written 
agreements as to their duties under the policies. 

(d) · Public bodies should incorporate policies into personnel training and 
orientation programs and should requ ire contractors to do the same with their 
employees. Policies should be regularly reviewed and updated as needed, 
ideally at least once every two years. Public body and contractor personnel 
should receive privacy awareness training at least annually. Public bodies 
should be able to demonstrate how and when they trained their staff. 

For more information on public sector privacy management, see the OIPC's 
guidance document: Accountable Privacy Management in BC's Public Sector. 1 

6. On-going evaluation 

The effectiveness of a video or audio surveillance system should be regularly 
evaluated by independent evaluators. Some considerations for evaluation include: 

(a) Taking special note of the initial reasons for undertaking surveillance and 
determine whether video surveillance has in fact addressed the problems 
identified. 

(b) Reviewing whether a video or audio surveillance system should be 
terminated, either because the problem that justified its use in the first place is 

1 http://www.oipc.bc.ca/guidance-documents/1545 
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no longer significant, or because the surveillance has proven ineffective in 
addressing the problem. 

(c) Taking account of the views of different groups in the community (or different 
communities) affected by the surveillance. Results of evaluations should be 
made publicly available. 

CONCLUSION 

Video and audio surveillance systems are inherently privacy invasive. In order for a 
public body to use surveillance, it must first establish that FIPPA authorizes the use. 
Even if surveillance is authorized, a public body should determine whether there are 
other, less privacy invasive options. This document is intended to assist public bodies 
in assessing whether video or audio surveillance is an appropriate solution to their 
identified problem and, if it is, to help them design and implement surveillance in 
accordance with FIPPA and best practices. 

If you have any questions about these guidelines, please contact: 

Office of the Information and Privacy Commissioner for BC 
Tel: (250) 387-5629 
In Vancouver: (604) 660-2421; Elsewhere in BC: 1-800-663-7867 
Email: info@oipc.bc.ca 

For more information regarding the OIPC, please visit www.oipc.bc.ca. 

NOTE: These guidelines do not constitute a decision or 
finding by the OIPC respecting any matter within the 
jurisdiction of the Information and Privacy Commissioner 
under the Act. These guidelines do not affect the powers, 
duties or functions of the Information and Privacy 
Commissioner respecting any· complaint, investigation or other 
matter under or connected with the Act and the matters 
addressed in this document. 
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October 31, 2017 

Attachment 2: Cost Estimates of Options 2 and 3 

Option 2 (Hybrid System) 

Capital Costs (One Time): 
Initial purchase cost CCTV system 
Office construction and set up 
Central servers 
Software and licensing costs 

Total Initial Capital Cost 

Annual Operating Costs: 
Annual licensing costs 
One full time Insurance Disclosure clerk 
One full time CCTV Systems clerk 
Cell phone and data plan costs 
Overtime costs 

Total Operating Costs 
Estimated Revenue 

Total Tax Base Funded Cost Option 2 

Option 3 (Full CCTV System) 

Capital Costs (One Time): 
Initial purchase cost CCTV system 
Office construction and set up 
Central servers 
Software and licensing costs 

Total Initial Capital Cost 

Annual Operating Costs: 
Annual licensing costs 
One full time Insurance Disclosure clerk 
One full time CCTV Systems clerk 
Cell phone and data plan costs 
Overtime costs 

Total Operating Costs 
Estimated Revenue 

Total Tax Base Funded Cost Option 3 

5649430 

$ 
$ 
$ 
$ 
$ 

$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 

$ 
$ 
$ 
$ 
$ 

$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 

1,500,750 
62,900 
56,000 
89,360 

1,709,710 

13,404 
70,548 
70,548 

600 
10,000 

165,100 
39,429 

125,671 

2,013,750 
62,900 
56,000 
52,592 

2,185,242 

7,889 
70,548 
70,548 

600 
10,000 

159,585 
60,000 

99,585 

Attachment 2 
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